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Message Text 


LIMITED OFFICIAL USE PARIS 00438 

E.O.l 1652: N/A 
TAGS: ASEC 

SUB J : COMPROMISED CLASSIFIED MATERIAL 

REF: BONN AIRGRAM A-380 DTD 12/15/77; MBER VIENNA 
AIRGRAM A- 158, DATE NOT SHOWN 

1 . US TRADE CENTER (USTC) PARIS WAS THE RECIPIENT OF 
UNCLASSIFIED BONN AIRGRAM. ATTACHED TO BONN AIRGRAM 
WAS A SINGLE PAGE REPRODUCTION OF PAGES 5 AND 6 OF 
VIENNA AIRGRAM, BOTH OF WHICH WERE CLASSIFIED 
CONFIDENTIAL. US OFFICER USTC BROUGHT AIRGRAM MATERIALS 
TO RSO AND ADVISED THAT FSLES HAVE HAD ACCESS TO 
MATERIALS. PAGES 5 AND 6 VIENNE AIRGRAM SHOULD BE 
CONSIDERED COMPROMISED, ALTHOUGH THERE IS NO REASON TO 
BELIEVE THE COMPROMISE MAY BE EXPLOITED. FSO DIRECTOR 
OF TRADE CENTER DISCOVERED THE CONFIDENTIAL ATTACHMENT 
TO THE UNCLASSIFIED AIRGRAM. 

2. BONN TRANSMITTED ITS AIRGRAM ON/ABOUT 12/13/77 TO 
DOS; FADRC/DA/W C RECEIVED AIRGRAM 12/19/77. IT APPEARS 
THAT DOS MADE ADDITIONAL INFO COPIES FOR PASSING TO 
OTHER INDICATED POSTS AND THAT DURING THIS COMPILATION 
THE VIENNA PAGES WERE INADVERTENTLY STAPLED TO BONN 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 

PAGE 02 PARIS 00438 061752Z 

AIRGRAM. PARIS POUCH UNIT RECEIVED AIRGRAM 1/3/78 AND 
FORWARDED TO USTC VIA UNCLASSIFIED DELIVERY. MESSENGER 
ENVELOPE WAS OPENED BY FSL SECRETARY. 

HARTMAN 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 jan 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 06 jan 1978 

Decaption Date: 01 jan 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978PARIS00438 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Expiration: 

Film Number: D780010-1212 
Format: TEL 
From: PARIS 

Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1978/newtext/t1 97801 92/aaaaczha.tel 

Line Count: 59 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 6b9301e6-c288-dd11-92da-001cc4696bcc 
Office: ACTION SY 

Original Classification: LIMITED OFFICIAL USE 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: LIMITED OFFICIAL USE 
Previous Handling Restrictions: n/a 
Reference: 78 BONN A-380 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 17 may 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 3817824 
Secure: OPEN 
Status: NATIVE 

Subject: COMPROMISED CLASSIFIED MATERIAL 
TAGS: ASEC 
To: STATE 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/6b9301e6-c288-dd1 1-92da-001cc4696bcc 
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